TECHNOLOGY IS A
TOOL AND A WEAPON

laura kankaala
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Crime

Appeal court orders release of
convicted psychotherapy centre
database hacker

If the court reduces his sentence, there's a risk that Aleksanteri
Kivimaki will have spent too much time in prison — and then be
able to demand compensation from the state.
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Aleksanteri Kivimaki was seen walking out of the courthouse on Thursday afternoon, amid a
gaggle of reporters and photographers. Image: Christoffer Gréhn/Yle

YLE NEWS
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'. SHODAN Explore Pricing & mysq| Login

TOTAL RESULTS . )
------------------------------------------------ & View Report (& Browse Images [0 View on Map Q. Advanced Search

3,127,918

TOP COUNTRIES 47.92.213.58 2025-10-04T15:48:56.755768

cloud-gts-ylm.cn H\x00\x00\x00\xc3\xbfj\x@4Host \'101.133.140.114\"' is not allowed to \nconnect to this MySQL server
Aliyun Computing Co., LTD

= China, Zhangjiakou

Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check out CVEDE

66.147.245.32 2025-10-04T15:48:48.787193
66-147-245-32.unifiedlayer.com MySQL:
. Unified Layer Protocol Version: 10
China 1,168,945 BE |nited States, Tabiona Version: 5.7.23-23
Capabilities: 65535
i 703,610 datab: l-product
United States ; Server Language: 192
Hong Kong 209,885 Server Status: 2 o
Extended Server Capabilities: 49663
Germany 143,292 Authentication Plugin: mysql_native_password
Japan 66,361
38.54.93.157 2025-10-04T15:48:47.514937
More... Kaopu Cloud HK Limited MySQL:
| = | Cambodia, Phnom Penh Protocol Version: 10
Version: 8.0.24
TOP PORTS
------------------------------------------------ Capabilities: 65535
3306 2,202,243 Server Language: 45
Server Status: 2
33060 263,965 Extended Server Capabilities: 53247
Authentication Plugin: mysql_native_password
4000 15,821
3307 13,742 103.146.30.116 2025-10-04T15:48:28 364005
3310 9,349 PT Muliamas International MySqQL:
- Indonesia, Jakarta Protocol Version: 10
More... Version: 5.6.32-1+deb.sury.org~xenial+0.1
Capabilities: 63487

Server Language: 8
T(_)P_ORGAN_‘?{}\I‘ONS ___________________________ Server Status: 2

Aliyun Computing Co., LTD 670,864 Extended Server Capabilities: 32895
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Heidi Virtanen - 2nd

Journalismi ja tuotanto Yleisradio

Helsinki, Uusimaa, Finland - Contact info

139 connections
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Tampere University of
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Heidi Virtanen - 2nd
Journalismi ja tuotanto Yleisra
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BlackMail. | Licensed to testaccountl

SMTPs: 96 Remove Import Email Title:
serveri.com
« The Fastest Mass Email Sender Around!
Emails: 4158 v imane LBodys i
Contact
u

0 Product ~  Solutions Open Source ¥ Pricing phishing

ese

Sort by: Best match ~

Filter by 13.9k results (203 ms)

<> Code . .
gophish/gophish % star
[ Repositories L Open-Source Phishing Toolkit
() lssues 33k golang security phishing gophish
{9 Pull requests 73k @ Go - 17 10.6k - Updatedon 26 Feb
(1) Discussions 749
Ay Users 294 q . . e
# Ignitetch/AdvPhishing 2 star
v More This is Advance Phishing Tool ! OTP PHISHING
phishing iplocator otp—verification informationgathering otpbypass
Languages
@ Hack - ¥¥ 2.5k - Updated on 7 Oct 2023
@ Python
® Jupyter Notebook
® HTML UndeadSec/SocialFish <% star
. Phishing Tool & Information Collector
JavaScript
educational pentesting pentest

python phishing

® CSS
@® CSS - 97 3.9k - Updated yesterday
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LAPSUSS
We recruit employees/insider at the following!!!

- Any company providing Telecommunications (Claro, Telefonica,
ATT, and other similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IBM,
and other similar)

- Callcenter/BPM (Atento, Teleperformance, and other similar)

- Server hosts (OVH, Locaweb, and other similar)

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING
FOR THE EMPLOYEE TO PROVIDE US AVPN OR CITRIX TO THE
- NETWORK, or some anydesk

If you are not sure if you are needed then send a DM and we will
respond!!l!

If you are not a employee here but have access such as VPN or VDI
then we are still interested!!
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You will be paid if you would like. Contact us to discuss that

rj @lapsusjobs

Source: securityaffairs



Lapsus$: Court finds teenagers carried
out hacking spree

23 August 2023 Share <  Save []

Joe Tidy Cyber correspondent

18-year-old Arion Kurtaj was a key member of the notorious Lapsus cyber crime gang



DEAR COMPANIES.

CLOP IS ONE OF TOP ORGANIZATION OFFER PENETRATION TESTING SERVICE AFTER

e’ ﬁ

THE FACT.

THIS IS ANNOUNCEMENT TO EDUCATE COMPANIES WHO USF ™7 o
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IMPORTANT! WE DO NOT WISFH A OR RESEARCHERS. LEAVE.



CLOP”~_-LEAKS HOME HOW TO DOWNLOAD? ARCHIVE v .LS.COM AG.COM

LCOM cCOM ! .COM ER.COM Y.COM
R.COM .COM J.EDU .EDU ).EDU
A.COM ).COM ).COM 0.COM R.CO

MOVEit SQLi Zero-Day (CVE-2023-34362)
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enisa VULNERABILITY Full vulnerability list

#

DATABASE

B The reference URLs will take you to an external site that is not maintained by ENISA and we do not hold any responsibility on the content.

Home / Vuinerability List /| EUVD-2023-38442

EUVD-2023-38442 [ © Back to the vulnerability search

Severity

| CVSS Base Score: 98 (va.1) | -

Added to CI

EPSS Score

Summa

Malicious ¢ ioqgl (PyPl)

Affected Product

Vendor: Product: Version:

n/a n/a n/a



CVE Details

(e.g.: CVE-2009-1234 or 2010-1234 or 201(

The ultimate security vulnerability datasource

Kol 1 QTSI Take a third party risk management course for FREE

Switch to https://
Home
Browse :

Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type
Reports :

CVSS Score Report

CVSS Score Distribution

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search

By Microsoft References

Top 50:
Vendors
Vendor Cvss Scores
Products
Product Cvss Scores

Versions

Other:
Microsoft Bulletins
Bugtraq_Entries
CWE Definitions
About & Contact
Feedback
CVE Help
FAO

PHP » PHP : Security Vulnerabilities (Execute Code)

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Total number of vulnerabilities : 156 Page : 1 (This Page)2 3 4

Copy_Results Download Results

# CVEID CWE ID # of Exploits Vulnerability Type(s) Publish Update Score Gained Access Access Complexity Authentication
Date Date Level
1 CVE-2000-0059 Exec Code 2000-01-04 2008-09-10 - None Remote Low Not required

PHP3 with safe_mode enabled does not properly filter shell metacharacters from commands that are executed by popen, which could allow remote attackers to execute comm:

2 CVE-2000-0967 Exec Code 2000-12-19 2018-05-03 None Remote Low Not required

PHP 3 and 4 do not properly cleanse user-injected format strings, which allows remote attackers to execute arbitrary commands by triggering error messages that are imprope

3 CVE-2004-0542 Exec Code 2004-08-06 2022-07-01 None Remote Low

Not required

PHP before 4.3.7 on Win32 platforms does not properly filter all shell metacharacters, which allows local or remote attackers to execute arbitrary code, overwrite files, and acc
the "%", "|", or ">" characters to the escapeshellcmd function, or (2) the "%" character to the escapeshellarg function.

DoS Exec Code Overflow 2005-01-10 2020-12-08 Remote Low

Bypass

4 CVE-2004-1018 None Not required

Multiple integer handling errors in PHP before 4.3.10 allow attackers to bypass safe mode restrictions, cause a denial of service, or execute arbitrary code via (1) a negative of
an "integer overflow/underflow" in the pack function, or (3) an "integer overflow/underflow" in the unpack function. NOTE: this issue was originally REJECTed by its CNA before
dispute. This candidate may change significantly in the future as a result of further discussion.

5 CVE-2004-1019 20 DoS Exec Code 2005-01-10 2018-10-30 None Remote Low Not required

The deserialization code in PHP before 4.3.10 and PHP 5.x up to 5.0.2 allows remote attackers to cause a denial of service and execute arbitrary code via untrusted data to the
"information disclosure, double-free and negative reference index array underflow" results.

6 CVE-2004-1063 Exec Code Bypass 2005-01-10 2020-12-08 None Remote Low Not required

PHP 4.x to 4.3.9, and PHP 5.x to 5.0.2, when running in safe mode on a multithreaded Unix webserver, allows local users to bypass safe_mode_exec_dir restrictions and execL
safe_mode_exec_dir via shell metacharacters in the current directory name. NOTE: this issue was originally REJECTed by its CNA before publication, but that decision is in acti
significantly in the future as a result of further discussion.



SHODAN Explore Downloads Pricing & X-Powered-By: PHP/7.4.28

TOTALRESULTS a4 View Report ¢ Download Results Lt Historical Trend [ View on Map

Naw Sarvira- Keen trark of what you have connected to the Internet. Check out Shodan Monitor

aires [
4 & SSL Certificate HTTP/1.1 200 OK
S| Issued By: Content-Length: 657
n‘ id t |- Common Name: Content-Type: text/html; charset=utf-8
online.sjdaccountancy.com
) . y DigiCert TLS RSA SHA256 Vary: Accept-Encoding
remote.sjdaccountancy.com
Microsoft Corporation 2020 CA1 x-ms-proxy-app-id: 2834fb6b-89c9-4b9a-8119-62cf4a87ad3a
T reland. Dubli |- Organization: X-MS-proxy-group-id: cd23c0ld-bl5c-4106-a4d2-4bcaba9cadée’
reland, Dublin - : L .
DigiCert Inc X-ms-proxy-subscription-id: 103bbb32-ed6f-4662-a216-28082b77df47
X-MS-proxy-tra...
United States 9,724 Issued To:
|- Common Name:
Viet Nam 4,950 *.sjdaccountancy.com
|- Organization:
Japan 2,636
p ’ Optionis LTD
Switzerland 2,572 Supported SSL Versions:
TLSv1.2
Germany 2,222
More...
W 247
TOP PORTS vps-2237361-x.dattaweb.com HTTP/1.1 301 Moved Permanently
443 """""""""""""""""""""""" 17697 Dattatec Corp Date: Sun, 11 Dec 2022 18:30:28 GMT
’ Argentina, Pontevedra Server: Apache/2.4.53 (Debian)
80 16.034 X-Powered-By: PHP/7.4.28
3
X-Redirect-By: WordPress
8080 854 Location: http://66.97.39.124:49153/
Content-Length: 0
8000 408 Content-Type: text/html; charset=UTF-8
8099 270
More...
| 250 7
©c2-3-82-233-250.compute-1. HTTP/1.1 301 Moved Permanently
amazonaws.com
TOP ORGANIZATIONS Date: Sun, 11 Dec 2022 18:29:38 GMT
""""""""""""""""""""""""""""""" Amazon Data Services NoVa ne/2.4.52 i /1.1.1d
i Server: Apache/2.4. (Unix) OpenSSL/1.1.
Viettel Gro""p 4,680 BE nited States, Ashburn

X-Powered-By: PHP/7.4.28
Amazon Technologies Inc. 3,306 X-Redirect-By: WordPress

Location: https://3.82.233.250/
Content-Length: 0
Content-Type: text/html; charset=UTF-8

Nexphone 1,508

Amazon.com, Inc. 1,464
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Introducing Vibes: A New Way to Discover and
Create Al Videos

September 25, 2025

Change animation




® 0 ® (@ NewTab 37

< > C 9 [HSI Ask anything or navigate...

R

Ask anything or @mention a tab

zz@ ® © o

(* Comet Assistant

H®

% Open YouTube, find the official NASA Moon landing video and jump to the moment
Armstrong says "one small step for man"

2% Go to Spotify and create a playlist with popular electronic music good for focus and
productivity

) Prepare me for my next meeting by summarizing the agenda, attendees, and a short bio for
each person

® Build a grocery delivery cart with all the ingredients for a Caesar salad and let me review it
before checkout

B Identify today's 3 hottest news stories, open 3 different viewpoints for each as tabs, and
group them by topic

Sign In (@ Try Assistant i Edit widgets B Invites

perplexity

(¢ comet

s



FORBES > INNOVATION

The Next Generation Of
Workers Is Less Tech Savvy
Than We May Think

Aaron Skonnard Forbes Councils Member
Forbes Technology Council COUNCIL POST | Membership (Fee-Based)

Aaron Skonnard, Cofounder and CEO, Pluralsight.






THANK YOU

laura kankaala
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