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Agenda
1. Today’s Challenges for the SOC

2. Hybrid Deployments Are the "New" 

Norm

3. The evolution of SOC solutions and 

services

4. What is ATEA Managed Detection and 

Response (MDR)? 

5. Introducing ATEA M(X)DR 360°

6. Why Atea?
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Hybrid Deployments Are the "New" Norm
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Disparate security detection and protection 
stack
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The Challenges

Growing attack surfaces

Disparate security platforms

Increasing compliance 

demands

Shortage in security 

professionals

Causing security incident overload and delayed response

Growing cybersecurity costs
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The evolution of 
SOC solutions and 
services
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SOC Evolution

A more comprehensive 

integrated solution 

centered around the 

User Identity is needed!

SIEM Platform 

Consume raw data, 

analyze, correlate, and 

alert

Hands-on Crisis 

Management for an 

ongoing Attack

IR Service 

24/7 services with endpoint 

agents and APIs without the 

cost of SIEM

MDR / EDR

XDR/XPR 

Platform 

Unifies and extends 

MDR into SIEM, 

SOAR, ML and AI

Managed XDR and SIEM 

platforms with MDR / IR 

Services

MXDR Service 
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Industry Leading Integrations

An “Open 
Garden Approach”
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What Atea can do for you?

• Customer Engagement

• Detection & Response

• Incident Response

• Compliance & Reporting

• Integration & Customization

• Assessment & Planning
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A comprehensive ATEA Co-Managed SOC Platform

The Solution

Unified, vendor-neutral platform

24/7 detection & investigation

Simplified compliance

Cost-effective
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Escalate to 
IRT if needed

Collaborate 
with the 

customer

Pre-approved 
Response

Render 
Verdict

Investigate
Correlate and 

Enrich
Ingest Alerts 
and Events

Connect to 
Customer 
detection / 
protection 

stack

MDR Standard

Detection/Prevention 

Events
Enrichments and Investigation Response

Native 

Integrations
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Introducing

ATEA M(X)DR 
360°
The next generation of managed detection and response 

designed to simplify your security operations with 

integrated solution bundles that include:

• Extended Vendor Agnostic MDR Services

• Co-Managed SIEM / SOAR platform

• Enrichments

• TI, ML, AI - Check Point Infinity XDR / XPR

• Identity Threat Detections (ITDP)

• Reactive IR, Crisis Management

• Proactive IR Planning and Assessments
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Escalate to 
IRT if needed
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Integrations

Co-Managed

SIEM for raw data 

analytics

(data source 
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Solution Summary
Solution Summary MDR MDR 360° MXDR 360°

Managed Detection and Response Service (MDR) ✓ ✓ ✓

24/7 Global Team - Incident Investigations, Analysis with Recommend Response ✓ ✓ ✓

Data Residency Options - EU, US, AUS, Canada, India, UAE, UK ✓ ✓ ✓

Incident Response Team Services (100/55 IR hours per year) ✓ ✓ ✓

24/7 Global Team - Crisis Management, Root Cause Analysis, Compromise Assessments ✓ ✓ ✓

Standard Integrations ✓ ✓ ✓

MDR Platform for 1st party and 3rd party alert ingestion and correlations ✓ ✓ ✓

Extended Integrations ✓ ✓

MDR Security Data Lake* for extended data integrations ✓ ✓

Identity Threat Detection Platform – Microsoft Active Directory / Entra ID and Okta ✓ ✓

Check Point Infinity XDR / XPR / Playblocks Platform ✓ ✓

Additional enrichments, threat intelligence, ML / AI and self-service security tools ✓ ✓

Playblocks for protection automation (limited SOAR) ✓ ✓

Managed SIEM and Enterprise Security Data Lake** ✓

160+ SIEM Integrations, raw data sources, custom data sources, UEBA, SOAR platform ✓

Security Data Lake for full fidelity long term data retention ✓
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• Local Presence

• Co-Managed Flexibility

• Vendor-Neutral Approach

• 24/7 SOC Operations

• Incident Response Expertise

• Strategic Advisory

• Check Point Technology Integration

• Scalable Service 

Why Atea?
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Get started with our 

MDR services today.

Contact us:

Rasmus.lilleorg@atea.ee

Sales@atea.ee

mailto:Rasmus.lilleorg@atea.ee
mailto:Rasmus.lilleorg@atea.ee
mailto:Rasmus.lilleorg@atea.ee
mailto:Sales@atea.ee
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